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Abstract. In this paper, we present a vital data transmission system, which aims to support 
general practitioners (GPs) in the process of digital vital data acquisition. The system 
consists of (1) an app that displays the GP’s prescribed vital signs and transmits the data 
recorded via medically certified devices to a medically certified cloud, and (2) a web 
interface through which the physician can create prescriptions and view vital signs. In 
addition, it provides further services such as a support functionality for patients and getting 
feedback from physicians on vital signs. It facilitates the GPs’ work, as vital signs can be 
clearly displayed and classified immediately in digital form. Our study examines the 
acceptance of such a system by GPs and patients, but also other stakeholders such as 
the staff of a nursing home. We therefore conducted two long-term studies in which we 
uncover first insights about the issues of physician underuse in rural areas. 

1 Introduction 
Telemedicine has been extensively researched in various fields, offering 
promising applications in healthcare (El-Rashidy et al., 2021; Farias et al., 2020). 
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One notable example is the implementation of a telemedical system in Australia 
back in 2006. Due to geographical limitations, certain hospitals lacked 
specialized doctors, requiring patient transfers to regional centers. To address 
this issue, a system was developed to connect remote doctors with hospital 
teams through video and audio connections. Clinical parameters from 
surveillance monitors were also transmitted, and efforts were made to adapt the 
system to the needs of medical staff (Li et al., 2006).  
 This approach of remote guidance can be extended beyond emergency 
services to general medicine, especially in rural areas where access to physicians 
is usually limited. By connecting patients with their general practitioners, 
telemedicine bridges the gap and might reduce the workload on GPs (Martín-
Lesende et al., 2017). Studies explored the impact of telemedicine on emergency 
department admissions, highlighting its potential to alleviate healthcare 
burdens (Zachrison et al., 2020). Denmark has been at the forefront of 
telemedicine implementation, particularly in diabetes care (Nøhr et al., 2015). 
A telemedicine system was developed to support patients at home, enabling 
video conferencing between trained nurses and diabetes experts. User-
friendliness was a crucial consideration, leading to the use of more accessible 
videophones instead of laptops. However, challenges arose in terms of 
coordinating the timing of patient-nurse-doctor interactions (Sekhon et al., 
2021). The target group of patients is mostly elderly patients, who place special 
demands on the systems (Harrington et al., 2018). Kanis et al. (2013) conducted 
real-life experiments in which they explored how sensors installed in the homes 
of elderly individuals helped them live alone for longer without assistance. This 
sensor network facilitated activity monitoring and potentially led to positive 
health outcomes (Kanis et al., 2013). 
 Mobile health data collection by patients offers opportunities to support their 
rehabilitation journeys. The objective is to automatically record vital data 
without requiring manual input from users, aligning with the principles of 
ubiquitous computing (Kjeldskov & Skov, 2007; Weiser, 1999). While this 
approach aims for seamless data collection, studies often still require additional 
user input. Economic considerations also factor into remote patient monitoring, 
making cost-effectiveness a significant aspect (De Guzman et al., 2022). Due to 
the close involvement of patients, especially older ones, in the measurement 
process, it is important to include them in the design processes (Clemensen et 
al., 2007; Duque et al., 2019; Randall et al., 2018; Righi et al., 2017; Vaziri et al., 
2019). 
 In summary, telemedicine continues to be a focus of research and 
development, aiming to enhance healthcare delivery, increase accessibility, and 
improve patient outcomes through remote monitoring and assistance. In our 
paper we want to investigate how digital vital data transmission can be 
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integrated into the everyday life of physicians, patients and caregivers, 
especially in rural areas.  

2 Project Overview 
Our study is part of a larger research project. Within the project, the consortium 
established a comprehensive framework for data-driven medicine aimed at 
alleviating the strain on healthcare provision. A key focus was directed towards 
rural areas, which present unique challenges due to a myriad of factors such as 
an aging population and inadequate access to medical services. 
 The primary goal of the project entailed the development of a robust, cross-
sector approach to data medicine, necessitating the resolution of various 
challenges across multiple domains. Central to this objective was the acquisition 
and analysis of vital data, coupled with its seamless transmission to a secure 
cloud-based infrastructure. Moreover, a pivotal aspect involved engaging 
patients in the data evaluation process, fostering a collaborative approach 
towards healthcare management. Specifically, the project aimed to explore the 
methods for capturing and transmitting vital data to primary care physicians, 
thereby empowering them with actionable insights. Concurrently, the project 
sought to gauge the acceptance and usability of the implemented solution 
among all relevant stakeholders. It is important to note that certain complex 
elements, such as leveraging artificial intelligence for data analysis or 
integrating with existing telematics infrastructure, were deemed beyond the 
current project’s scope and feasibility (Keil et al., 2022a). 

The project’s conceptual framework exhibited noteworthy features from 
diverse perspectives. The chosen region exemplified the characteristics of a rural 
setting, encompassing three localities in Germany. A macro-level analysis of the 
region’s surrounding communities revealed an imminent threat of physician 
shortages, further underscoring the significance of the project’s focus. Given the 
sensitive nature of medical data processing and storage, stringent security 
measures were imperative. The data protected under the stringent regulations 
of the General Data Protection Regulation (GDPR), mandated elevated privacy 
safeguards. Although the project’s implementation afforded enhanced data 
security measures, it remained essential to diligently account for data protection 
throughout the design and implementation phases. Consequently, the 
association between vital signs and participants’ personal data was exclusively 
accessible to the respective primary care physicians and project study doctors, 
ensuring strict confidentiality. Additionally, we employed pseudonymization 
techniques to safeguard individual identities, and used industry-standard 
encryption methods for data transmission (Keil et al., 2022b). By pursuing this 
comprehensive and scientifically grounded approach, the project aimed to pave 
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the way for a data-driven revolution in healthcare delivery, particularly in 
underserved rural regions. The outcomes of this endeavor held the potential to 
enhance medical outcomes, optimize resource allocation, and ultimately 
improve the overall well-being of individuals residing in these areas. 

3 Technical implementation 
Since we aim to evaluate under conditions that were as real as possible, i.e., not 
just as a demonstrator, a technical concept for the transmission of vital data was 
developed at an early stage. The system is intended to function as a stand-alone 
solution and cannot be integrated into existing systems such as practice 
management systems, care management systems, or the telematics 
infrastructure (TI). Key components included a mobile application capable of 
seamless data recording and transmission to a centralized database, as well as a 
web-based interface that enabled bidirectional data interaction. Vital signs are 
recorded using measuring devices that transmit the data to an iPhone via a 
Bluetooth interface. From the iPhone, the data is then sent via WLAN or an 
LTE connection to a cloud server that is certified for medical data. The physician 
can retrieve the data via secure access to a web interface. The data is presented 
in the web interface. The app as well as the web interface for the physicians 
were developed in close cooperation with all stakeholders. The app was 
developed natively for iOS in Swift. In addition, a mobile device management 
(MDM) system was used to improve the usability of the iPhone by keeping the 
functionality to a minimum. 
 Despite the robustness of the underlying infrastructure, the project 
necessitated the consideration of certain technical intricacies. For instance, data 
transfer protocols encompassed both wireless local area networks (WLAN) and 
long-term evolution (LTE) connectivity. Significantly, accommodating the 
needs of older participants, some of whom lacked WLAN connectivity within 
their residences, entailed providing alternative backup options utilizing LTE 
connectivity. 
 
 
 
 
 
 
 
 

Figure 1. Screenshot of the applications for patients and GPs 



 5 

4 Discussion and Conclusion 
Despite some limitations and the constantly changing conditions caused by the 
Covid-19 pandemic, we were able to implement various measures. Through 
multi-stage iterations, the app and web interface for GPs and nurses were 
evaluated and adapted to the needs of the user groups. Close collaboration 
enabled the implementation of features that evolved only from conversations 
with stakeholders. 
 It became evident that different user groups have different requirements. 
While technology-interested patients were comfortable with the iPhone and 
wanted advanced features, technology-averse patients preferred a system 
without a smartphone. Connecting the meter directly to the cloud could be a 
simplification for this group. However, it is difficult to find a solution that meets 
all requirements. Therefore, different realizations should be considered to meet 
the needs of each subgroup. The choice of method and the usability of the 
system are important factors for the acceptance of the user groups. However, 
there is still room for improvement, and future developments should be done in 
close cooperation with the user groups. 
 The use of a flexible database system allowed the handling of different data 
types for the storage of vital signs data. A uniform definition of the data types 
would improve the interfaces between the different systems. A platform like a 
“digital twin” could give patients control over their data and provide access to 
healthcare stakeholders as needed. 
 On the front-end, measurement accuracy could be improved through various 
methods, such as gamification approaches involving contests and awards for 
reliable measurements and improvements in scores. 
 The project has faced some challenges, especially in terms of permanent 
funding. Public-private partnership approaches could play a role here, with 
companies providing support as part of workplace health promotion. The topic 
also opens avenues for further research in this area. 
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