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ABSTRACT

Traceability has become an increasingly important aspect of
the supply chain in the last few years due to customer aware-
ness as well as better planning and problem identification.
Unfortunately, technological, legal, and organizational con-
cerns limit the possibility to utilize a centralized system to
achieve traceability. Trust is one of the most important factors
preventing the appliance of a centralized system.

Previous works provided several approaches to create a decen-
tralized traceability system. However, these works do not state
the feasibility of their work and its appliance for the supply
chain. In this paper, we propose a fully transparent and de-
centralized traceability system for the supply chain, namely
TRADE. The system leverages the actors and supply chain
structure to achieve traceability. Moreover, consumers and
other parties can view all the data in the system and verify the
claims of actors on the products. The latter results in positive
brand reputation and auditability.
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INTRODUCTION

The supply chain has experienced several highlights in the
traceability aspect throughout the last few decades. Especially
in the food industry, there have been severe experiences where
tracing the product life cycle is crucial such as the mad cow
disease and the Asian bird influenza [11, 7]. Traceability is
increasing in importance every day for the actors in the sup-
ply chain to improve the performance of the business as well
as compliance with (inter)national regulations. Besides the
supply chain actors, other parties such as consumers, Non-
Governmental Organizations (NGOs), governments, suppliers,
and buyers show an increase in demand for information re-
garding their products and materials.

To achieve traceability, a system is required that records and
follows the trail of products [2]. The interconnected nature of
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the supply chain makes it difficult to introduce a centralized
system in control of a third party, requiring a high level of
trust. The limited amount of trust resulted in separate systems,
limiting the possibility to achieve traceability throughout the
entire supply chain.

Blockchain technology, first introduced with Bitcoin in 2009
[18], is rapidly increasing as a key technology to address the
trust aspect by removing the necessity of having a trusted third
party. Blockchain technology has been successfully applied
to several industries throughout the years, such as the energy
[3] and finance sector [20]. For the supply chain, approaches
have been suggested in a theoretical manner without sufficient
analysis [14, 22, 5].

In this paper, we address the trust aspect and propose a trans-
parent, decentralized traceability system for the supply chain.
TRADE is, to the best of our knowledge, the only system that
provides a fully transparent, analyzed and feasible traceabil-
ity system for the supply chain. This paper is constructed as
follows. First, we discuss previous works in Section 2. We
present our proposed system, TRADE, in Section 3, wherein
Section 4 we discuss the validation mechanisms used in our
proposed system. In Section 5, we analyze the security and
performance implications of TR ADE, along with experimental
results from a proof-of-concept implementation. Finally, a
discussion and concluding remarks are provided in Section 6.

LITERATURE REVIEW

In 2016, Kim et al. proposed an ontology-based smart con-
tract design of a proof-of-concept traceability system using
blockchain technology for the supply chain [14]. Their work
shows the appliance of ontologies in their setting, rather than
a focus on the blockchain appliance for the supply chain and
its real-world feasibility.

Furthermore, Feng Tian combined RFID tags and blockchain
technology to create a traceability system for the agri-food
supply chain in China [22]. Tian discussed that a decentralized
approach for traceability could solve the issues in a central-
ized approach, namely: trust, fraud, corruption, tampering
and falsifying information. In [22], the analysis discusses the
blockchain technology and traceability as separate aspects.
However, the combination might introduce deficiencies con-
cerning feasibility and performance. The proposed system has
also not been implemented to validate the claims.

Abeyratne et al. provided a broader view of traceability and
transparency in their work [5]. In their work, transparency
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is argued based on the child labor scandal of Nike in 1996,
whereas sustainability of products is built upon the importance
of understanding the product’s life-cycle [6, 8]. Abeyratne et
al. discuss that the characteristics of blockchain technology
can enhance trust through transparency and traceability within
the supply chain. However, their work examines an example,
rather than a practical appliance of blockchain technology in
the supply chain.

TRADE

In this section, we design our proposed system, namely
TRADE. The goal of the system is to introduce a single sys-
tem for the actors to transfer product data and track products
throughout the supply chain. The minimal trust between the
actors makes a centralized system, in control of one party,
infeasible. Therefore, we use blockchain technology as a com-
munication network. The blockchain is an immutable record
keeping system where data cannot be altered, and a product is
in possession of a single actor. In the system, only authorized
actors can participate and add information to the system. Nev-
ertheless, everyone can view the stored data. The authorization
to the system is handled by a central authority (CA).

This section first describes the preliminaries. Next, the system
model and the accompanying actors are discussed. Lastly, the
structure of transactions and the process per actor is explained.

Preliminaries

Digital signature schemes are mathematical schemes for
demonstrating the authenticity of digital data or documents.
Digital signatures are made possible by public-key crypto-
graphic schemes and provide the following properties: au-
thentication, non-repudiation and integrity. In our proposed
system, we use the Elliptic Curve Digital Signature Algo-
rithm (ECDSA) for the digital signatures [13], which provide
smaller keys and signatures compared to RSA [12]. ECDSA
is a NIST-approved digital signature algorithm [19].

System Model

TRADE consists of five actors, namely Producers, Trans-
porters, Processors, Distributors, and Retailers. The actor
types are based on the modeled supply chains in [23, 15].
We assume that the actors are distributed across different geo-
graphic locations, and they are willing to cooperate in reducing
costs and improving planning algorithms by deploying a single
system.

We assume that a Producer creates a product and then trans-
ports it via a Transporter to a Processor. A Processor performs
internal processes on the product, which is further transported
to a Distributor via a Transporter. The Distributor then dis-
tributes the end product to its final destination: a Retailer.

The actors in the system create transactions, containing prod-
uct information, that is then broadcasted directly to the nodes
in the network. The entire network validates the broadcasted
transactions. A set of validated transactions is aggregated, by
an arbitrary node, and a block is created, which is validated
afterward. Note that we define a transaction or block as valid
if it fulfills a set of requirements that are described later in
Section 4. We use a public permissioned blockchain, denoted

as BC, as a decentralized solution for TRADE, where BCy,
denotes the genesis block. Figure 1 depicts a schematic flow
diagram of an exemplary supply chain and the data-flow in
TRADE.
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Figure 1: A schematic flow of TRADE.

System Procedures

Each transaction in TRADE is denoted as tx;, where i de-
notes the hash value of the transaction. The transaction fx;,
is a tuple, where 1x, = (a, piq, k,in,out info,t,Sig(txy)). The
transaction structure and its description is shown in Table 1.
We denote x[y] as the element y in x and INRF as “if not, return
false” for our proposed algorithms.

Table 1: Transaction Structure

FIELD DESCRIPTION

a Actor issuing the transaction.
Did Unique ID for a product.

k Number of products.

in Hash of the previous transaction.
out Receiver of the transaction.
info List of additional information.

t Date and time of the transaction.

Siga(txp) | The signature, by a, on tx;,.

Initialization

Each actor in the network performs the key-pair generation
algorithm for ECDSA. We denote a key-pair as (pkg,skg),
where a denotes the actor. The public key of each actor is
shared with the CA. The CA is consulted in case an actor
does not hold pk, of the actor that signed the transaction.
Furthermore, each actor holds a list PID which contains all
the p;s’s. The list is used to check if any newly registered p;4
is unique.

Production

A Producer, denoted as PD; € PD, creates a product with a
unique ID p;;. Afterwards, the Producer creates the addi-
tional information info = {dest}, where dest is the Processor
PS; € PS. Since the Producer creates a new product and accom-
panying p;4, he is unable to link it to a previous transaction and



thus links it to the genesis block BCy,. The final transaction
is created as tx, = (PDj,k, pijq,BCqp,Tj,info,t,Sigpp,(txs)),
where out is set as the Transporter T; € T'. Algorithm 1 shows
the validation for a 7x;, by a Producer.

Algorithm 1 Transaction Validation: Producer

product to D; and recall the definition of Vjp and SSCC
as aforementioned. The complete transaction is set up as
txp, = (Di, pia,k,in,out info,t,Sigp,(txy)), where out is set
to a Retailer R; € R. Algorithm 4 shows the validation for a
tx; by a Distributor.

1: procedure VALIDATION_PRODUCER(?xy,)
2 Check in = BCy,; INRF.

3 Check p;s ¢ PID; INRF.

4: Check infoldest] € (PS; € PS); INRF.
5 return true

6: end procedure

Transportation

The Transporter, denoted as 7; € T, creates a transaction
tx; when he places the product in a means of transporta-
tion. He receives a product from a Producer or Processor
and transfers it to a Processor or Distributor, respectively.
He sets info = {src,dest,V;p,SSCC}, where src is the actor
that provided the product, dest is the destination actor, Vip
is the vehicle ID for transportation and SSCC is the Serial
Shipping Container Code in which the product is placed, de-
fined by GSI [4]. The complete transaction is denoted as
txp, = (T}, pia, k, in,out ,info,t,Sigr, (tx;)), where out is either
a Processor or a Distributor, based on in. Algorithm 2 shows
the validation for a tx;, by a Transporter.

Algorithm 2 Transaction Validation: Transporter

1. procedure VALIDATION_TRANSPORTER(Zx)
2 Check infolsrc] € {PD,PS}; INRF.

3 Check infoldest] € {PS,D}; INRF.

4: Check our = info[dest]; INRF.

5 return true

6: end procedure

Processing

A Processor, denoted as PS; € PS, performs internal pro-
cesses on p;q, such as combining materials, testing or san-
itizing the product, denoted as /P. The Processor sets
info = {dest,IP}, where dest is the final recipient, which
is a Distributor. The complete transaction is denoted as
txp = (PS;, pia, k,in,Tj,info,t,Sigps,(tx;)), where out is set
to the recipient Transporter 7; € T. Algorithm 3 shows the
validation for a zx;, by a Processor.

Algorithm 3 Transaction Validation: Processor

1: procedure VALIDATION_PROCESSOR(?x)
Check infolIP] # 0; INRF.

3 Check infoldest] € D; INRF.

4 Check out = (Tj € T); INRF.

5: return true

6: end procedure

Distribution

A Distributor, denoted as D; € D, creates a transaction
upon distribution of p;;. The Distributor sets info =
{src,Vip,SSCC}, where src is the Processor that sent the

Algorithm 4 Transaction Validation: Distributor

1: procedure VALIDATION_DISTRIBUTOR(#x)
2: Check infolsrc] € PS; INRF.

3: Check out € (R;jinR); INRF.

4: return true

5: end procedure

Retailer

The Retailer, denoted as R; € R, is the end-actor that even-
tually sets the products for sale. This actor does not create
a transaction. Therefore, retailers do not actively participate
in the system, but rather function as an end-station for the
products throughout the supply chain.

VALIDATION

Validation of Transaction Authenticity

Digital signatures are applied to prevent forgery and to proof
the integrity of a transaction in TRADE. Each transaction
holds a signature, made by the creator a using his private key
sk,. Anyone with the public key pk, of a can validate the
signature. The creator a is the only party capable of signing
txy, since he is the only one in possession of sk,. The integrity
of a transaction is held since an altered transaction results in
an invalid digital signature. An invalid signature results in an
invalid transaction.

Validation of Transactions

The validation of a transaction is dependent on the actor that
created the transaction. Recall that a transaction is a tuple
containing multiple fields, as shown in Table 1. Actors, upon
receiving a transaction, need to check each field of the trans-
action. In Algorithm 5, we combine our previous proposed
algorithms in a single algorithm to validate a transaction. Note
that if one of the Check calls returns false, then the execution
aborts and returns false. Therefore, in order to return true at
the end, all of the Check calls must return true. The same
procedure applies for the other validation processes.

Algorithm S Transaction Validation

1: procedure VALIDATION_TX(txy,)

2: Vx € txp,x # null; INRF.

3: Timestamp of tx;, < current timestamp; INRF.

4 Validate digital signature of zx;,.

5: Check Validation_Producer(zx;,) = true; INRF.

6: Check Validation_Transporter(zxy,)) = true; INRF.
7: Check Validation_Processor(tx;,) = true; INRF.

8 Check Validation_Distributor(zx;) = true; INRF.
9 return true.

0:

10: end procedure




Validation of Blocks

A number of transactions are collected and aggregated in a
block, which is broadcasted to the network and requires vali-
dation. Note that the validation of a block is different than the
validation of a transaction. The block structure is similar to
the one described in Bitcoin'. Let b be a block and b[TX] be
the transaction list in . We propose an algorithm, described
in Algorithm 6, that validates a block.

Algorithm 6 Validation of a Block

1: procedure BLOCK_VALIDATION(D)

2 Check the syntactic correctness of b.
3: Check that no duplicate of b exists.
4 Check length of 5[TX] > 1; INRF.

5 Validate Merkle root.

6: for each rx; € b do

7: Check Validation_TX(zx;) = true; INRF.
8.

9

0

1:

end for
Relay block all actors.
: return true.
end procedure

ANALYSES

In this section, TRADE is analyzed in three dimensions: secu-
rity, performance and experimental results. Firstly, we discuss
the security imposed by the system. Secondly, we provide a
theoretical analysis of the performance of the computational
and communication complexities. Finally, we discuss the mea-
surements obtained from a proof-of-concept implementation
to show the practical performance of the system.

Security Analysis

TRADE does not allow any unauthorized participation since it
uses a public permissioned blockchain. The consensus model
provides the integrity of the block structure, and the signature
algorithm secures the transactions.

For TRADE, the consensus model preserves the integrity of
a propagated block. TRADE does not enforce a specific con-
sensus model. There are several models available that can be
used for our system [16, 24]. The security of the blocks is thus
dependent on the chosen consensus model.

TRADE uses digital signatures to provide authenticity and
integrity of each transaction, where ECDSA is used as the
digital signature scheme. The security of ECDSA relies on
the elliptic curve discrete logarithm problem (ECDLP), which
is considered to be computationally hard [13]. Therefore, the
security of a digital signature, and thus the transaction, is kept
under the ECDLP assumption.

The source and destination of a transaction are viewable to
everyone. Also, the throughput of an actor can be derived by
using the timestamp in combination with the amount in a trans-
action. Our proposed system does not take privacy concerns
into account and thus is not envisioned to be preserved.

Note that TRADE do not tackle the problem of proving physi-
cal delivery of the products in the supply chain. We assume

1Bitcoin block structure: https://en.bitcoin.it/wiki/Block

that the delivery can be verified by a tracking item such as
RFID tags. Therefore, an malicious actor cannot claim that a
false delivery or missing delivery of products because of the
proof of the physical delivery mechanism.

Computational Complexity

For the analysis of the computational complexity, we list the
number of operations performed by each actor in three aspects:
(i) the creation of transactions, (ii) validation of transactions
and (iii) the validation of blocks. The amount of performed
operations depends on a number of variables, listed in Table 2.

Recall that a transaction consists of a set of values. The only
computed value is the digital signature. Therefore, we fo-
cus on the computation complexity of the digital signature
scheme. In Table 3, the amortized number of operations for
the aforementioned aspects are listed.

Table 2: Parameters used in the computational analysis.

SYMBOL DESCRIPTION
N Number of actors in the network.
Y Number of transactions per minute, by an actor.
/ Number of transactions in a block.
s Key-size in bits for the elliptic curve.

Transaction Creation

For the creation of a transaction, a digital signature is created.
The digital signature procedure is dependent on the key-size s
for the chosen elliptic curve. The computational complexity,
per transaction, is thus linear in s.

Transaction Validation

The computational complexity of the validation of a transac-
tion depends on the digital signature. The validation procedure
of a digital signature is, equal to the creation, dependent on
the key-size s.

Block Validation

The validation of a block has the highest computational com-
plexity. Firstly, the Merkle root is required to be validated,
which requires multiple hashing operations and is computed
in log(¢) [21]. Then, each transaction is validated inside the
block. The verification of ¢ digital signatures requires s¢ ver-
ifications per block. Since s¢ > log(¢) for £ > 1, the block
validation procedure is dominated by the validation procedure
of digital signatures. Consequently, the block validation has a
computational complexity of &(s¢).

Communication Complexity

To analyze the communication complexity of TRADE, we
list the number of communications required on the network
for the broadcast of a transaction and a block. The required
communication depends on a number of variables in Table 2.

In the initialization phase, each actor sends their public key
to the CA and requires .#" communication rounds. This pro-
cedure only re-occurs if an actor updates their key-pair. The
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Table 3: Computational complexity of the operations in TRADE.

PROTOCOL ACTOR
Transaction Creation O(s)
Transaction Validation O(s)
Block Validation O(sl)

public keys of the actors are stored locally by each actor to
reduce the communication rounds necessary. Next, each trans-
action is broadcasted to the network, which requires .4 — 1
rounds with the assumption that each actor knows each other
and their addresses on the network allowing a direct connec-
tion. The same applies to the broadcast of blocks. Since
the initialization phase only occurs at the beginning of the
system, the communication complexity is dominated by the
broadcast procedure for transactions and blocks. Therefore,
the communication complexity of TRADE is &(.A4").

Experimental Results

To measure the runtime of TRADE, we created a proof-of-
concept implementation of the system in Python 2.7 by creat-
ing a simple blockchain implementation based on the work of
Daniel van Flymen? and the fastecdsa package®. The piy
values are represented as 32-bit fixed-point numbers.

The measures of the runtime were executed on our commodity
hardware, running macOS 10.13 on a dual-core 3’ genera-
tion 2.9GHz Intel® Core i7 processor with 16GB RAM. We
measured the runtime for the transaction and validation of a
transaction. For accurate measurements, we executed 1000
iterations for each procedure. We use the NIST P-curves for
our measurements. Figure 2 shows the impact of s on the
runtime for transaction creation and validation. It is clear that
the procedures grow quadratically based on s. Using s = 256
for an elliptic curve, each actor is able to create approximately
= 351 transactions per second and validate transac-

1
2.841073
tions at a speed of W = 437 transactions per second.
For the latter, an actor can validate 437 /¢ blocks per second,

depending on ¢.

Even though our blockchain framework does not rely on a
specific consensus protocol, for the experimental results, we
implemented a naive Proof-of-work consensus protocol [18].
At the same time, there have been several consensus proposals
which achieve 10-100x throughput of the Bitcoin’s proof-of-
work protocol, such as Bitcoin-NG [9], Honey Badger [17]
and Algorand [10]. Therefore, it is important to note that there
are consensus protocols which can securely handle the number
of transactions required in our TRADE framework.

There are approximately 32.9 million shipping containers glob-
ally as of 2013 [1]. Based on the assumption that a container
changes possessor up to 100 times per year, and for each time a

ZA simple Blockchain Implementation, https://github.com/dvf/
blockchain

3fastecds: https://pypi.python.org/pypi/fastecdsa
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Figure 2: Average computation time for the creation and validation of a single
transaction, based on s.

transaction is made, approximately 317 transactions are made
per second. The supply chain requires fewer transactions per
second than all containers globally. Given our experimen-
tal results, it is clear that our system achieves the required
performance to be applied in a real-world setting.

DISCUSSION AND CONCLUSIONS

In previous works [14, 22, 5], researchers proposed several
frameworks to achieve a decentralized, traceability system.
The previous works are purely theoretical, and thus do not
provide any implementation. Furthermore, no complexity
of the approaches is given. Therefore, the feasibility of the
previous works is missing.

In this paper, we proposed TRADE, a fully transparent, decen-
tralized traceability system for the supply chain. Each actor
creates a transaction regarding a product p;; containing the
full information on the product. The stored data inside a trans-
action is fully transparent allowing each actor in the network
to view the data. Each transaction is signed by the issuing
actor using a digital signature, providing a proof of authentic-
ity, integrity, and non-repudiation. The valid transactions are
aggregated in a block and broadcasted to the network. Each
transaction regarding a product p;, is linked throughout the
supply chain on the blockchain, providing full traceability and
insight for each actor. The insight on the data can be used to
improve planning and scheduling, and faster recalls for the
supply chain. Also, consumers can also view this data and gain
insight into the full life-cycle of products. Standardization is
enforced in TR ADE since each transaction, depending on the
issuing actor, has a corresponding validation procedure.

TRADE achieves a significant performance to create and vali-
date transactions, as well as the validation of blocks. We show
that it is feasible to apply blockchain technology for the supply
chain to achieve traceability. Moreover, consumers and other
parties can view the data to gain knowledge on the procedures
performed on their product as well as information on the sus-
tainability, if the actors provide it. Actors are in control to
share such information, which is recommended since it aids
the company brand and increases the trust of consumers in the
company. In case actors are willing to share data in a single
system and achieve full traceability, blockchain technology is
shown feasible to accomplish this in a real-world setting for
the supply chain.
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Future Work

TRADE is a generic blockchain framework for traceability
systems. As being said, there are open research questions for
specific use cases. An important open research question is
about privacy: for some supply chain mechanisms, the actors
might be competitors of each other and do not enjoy the trans-
parent system. For these cases, privacy-preserving traceability
system should be designed. Another research question is about
the performance of TRADE: the naive implementation given
in the paper does not provide the upper limit of the throughput
of TRADE. It needs more research to investigate the perfor-
mance impact of the parameters like the scripting language,
consensus protocol or the blockchain platform itself. Also,
performance analysis of TRADE in the existing blockchain
platforms can be explored.
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